[MOJINTUKA OBPABOTKU ITEPCOHAJIBHBIX
JAHHBIX ITnardopma VexPay

PERSONAL DATA PROCESSING POLICY
VexPay Platform

1. O011He moJ10KeHus

1.1. Hacrosimas [Tonmtika 00paboTKH mepcoOHAIBHBIX
naHHbIX (manee — «llomutukay) paspabortaHa B
coorBercTBUH C L{udpoBeiM kogexcoM Kwipreizckoi
Pecniy6muku (crateu 27, 33, 77-90, 112-120, 154—
162 u npyrue COOTBETCTBYIOIIME IMOJOXKEHHUS) U
WHBIMM  HOPMATUBHBIMH  IIPaBOBBIMM  aKTaMu
Keipreizckoit  PecriyOnmuku B chepe  00paboTku
MEePCOHANBHBIX TaHHBIX.

1.2. VexPay (manee — «OmepaTtop») sBisieTcs
npoBaiigepoM  1ugpoBbix  yciayr  (craths 27
[udpoBoro  komekca) W  mnpu  oOpaboOTke

MIEPCOHANBHBIX JaHHBIX JCHCTBYET KaK JepiKaTeib
(omeparop) MaccuBa MEPCOHAIBHBIX JaHHBIX HJIH, TIC
3TO  NPUMEHUMO, Kak  mporeccop  (IuIo,
ocyuiecTBistoniee 00paboTKy) OT HUMEHU OaHKOB-
MapTHEPOB U (PUHAHCOBBIX HHCTHTYTOB.

1.3. Tlonutuka ompezaenseT MOPSIOK 00pabOTKU
MEPCOHAJIBHBIX JTAHHBIX, MPUHIUIIBI, IIETH, YCIOBHSI
00paboTKH, TpaBa CyObEKTOB NMEPCOHAITBHBIX IAHHBIX,
a TakKe Mepel M0 o0ecrneueHuro O0e30MacHOCTH
MNEPCOHANIBHBIX JAaHHBIX IMPH NPCAOCTABICHUU YCIYT
yepes uudponoii cepsuc VexPay.

1. General Provisions

1.1. This Personal Data Processing Policy
(hereinafter — the Policy) has been developed
in compliance with the Digital Code of the
Kyrgyz Republic (Articles 27, 33, 77-90,
112-120, 154-162 and other relevant
provisions) and other regulatory legal acts of
the Kyrgyz Republic in the field of personal
data processing.

1.2. VexPay (hereinafter — the Operator) is
a provider of digital services (Article 27 of
the Digital Code) and, when processing
personal data, acts as arecord owner
(operator) or, where  applicable, as
a processor on behalf of partner banks and
financial institutions.

1.3. The Policy defines the procedure for
processing personal data, principles, purposes,
conditions of processing, rights of data
subjects, and measures to ensure the security
of personal data when providing services
through the VexPay digital service.

2. Tele/IHl)I U ONpeacjacHus

o Hudposoii koxexe — ILludposoit komexc
Koipreisckoit PecriyOmuku Ne 178 ot 31 utons
2025 rona.

e IludpoBas ycayra —  BO3MOXKHOCTH

UCMOJIb30BaHUS IIM(PPOBOI TEXHOIOTHYECKOM
CUCTEMBI JJIsl CO3JaHMsl, Nepeladn, XpaHEeHus
IU(GPOBBIX JaHHBIX WM JOCTyHna K HHUM
(cratest  1(96)). VexPay mpenocraBiser
UG POBBIE YCIYTH CBOUM HOJIb30BATEIISIM.

o IlpoBaiinep uu¢ppoBoii yciayru — y4aCTHUK
U(pPOBBIX OTHOLLIECHUH, KOTOPBIN
€IMHOJIMYHO WJIM COBMECTHO C JPYyrMMH
JUIIAMU TIPEIOCTABISET IUPPOBYIO YCIYyTy
nostb30BatessiM (ctaThst 1(46)).

o IlepcoHanbHble JaHHBIE ¢ poBbIe
JaHHbIE, COo/IepKale HH(OPMALIUIO JTUYHOTO
xapakrtepa (craths 1(42)).

2. Terms and Definitions

o Digital Code — Digital Code of the
Kyrgyz Republic No. 178 of July 31,
2025.

o Digital Service — the capability to use
a digital technological system for
creating, transmitting, storing digital
data or accessing them (Article 1(96)).
VexPay provides digital services to its
users.

e Provider of a Digital Service— a
participant in digital relations who,
alone or jointly with others, provides a
digital service to users (Article 1(46)).

e Personal Data—  digital data
containing information of a personal
nature (Article 1(42)).

e Operator (Record Owner)— a

e Onmnepatop (dep:xaTesn MaccuBa participant in digital relations who,
NMEePCOHATBHBIX JAaHHBIX) —  YYaCTHUK alone or jointly with others, determines
UG poBHIX OTHOIIIEHUH, KOTOPBIN the purposes and means of processing




€IUHOIMYHO WM COBMECTHO C JPYTHMH
JTUIIAMA ~ OTpeAesieT TIedM MW CpeAcTBa
00pabOTKM TMEepPCOHATBHBIX JAHHBIX (CTAThs
1(6) u cratps 31).

Oo0padorka — m00as omepauus WA
COBOKYITHOCTh OIEpalii, COBEpPIIACMBIX C
nu(ppPOBBIMU  JTAaHHBIMH, BKJIIOYas  cOop,
3allMCh, OPraHHU3AIHIO0, CTPYKTYPUPOBAHHE,
XpaHCHHUC, ajalTanuro, HU3MCHCHUC,
U3BJICUCHUE, HCIOJIB30BaHHE, DPACKPBITHE,

nepeaavy, pacpocTpaHeHHe, COTIOCTABIICHHUE,
OTpaHUYCHUE, CTUPAHUE WIN YHUUYTOXKCHUE
(cratbs 1(39)).

TpancrpannyHasi mepegaya — 1mepenavya
MEPCOHATBHBIX JTAHHBIX JiepKaTeIsaM
MacCUBOB MEPCOHATBHBIX JAHHBIX,

HaXOJSMIIMMCS TIOJ FOPUCIUKIMECH APYyTUX
rocynapcts (crarbs 1(75)).

BuomMerpnyeckne mnepcoHA/IbHbIE JTaHHbIE
— OMOMETpPHUYECKHE TaHHBIC, MCIIOIb3yeMbIe
U1t uppoBoit uaeHTU(DUKAIIN PU3UIECKOTO
nuua (cratbs 80(1)(3) u cratbs 48).

Cy0bexT nanHbIX (Cy0BbeKT NepCcoOHATbHbBIX
AAHHBIX) — (U3HYECKOE JHI0, K KOTOPOMY
OTHOCSATCSl TIEPCOHAJILHBIC JaHHBIC (CTaThsI

1(69)).
IHouan30Bareian — JIUIIO, KOTOpOC
3aHp allmBacT 1501051 nonyqaeT I[OCTyrI K

M(POBBIM 3aMUCsAM, HMUPPOBBIM pecypcam,
U(POBBIM  yCIIyraM WU TEXHOJOTHICCKUM
cuctemam (crathsi 1(45)). B koHTekcrte
VexPay k noyib30BaTessiMm OTHOCSTCS KIMEHTHI

personal data (Article 1(6) and Article
31).

e Processing — any operation or set of
operations performed with digital data,
including  collection,  recording,
organization, structuring, storage,
adaptation, modification, retrieval,
use, disclosure, transmission,
dissemination, alignment, restriction,
erasure or destruction (Article 1(35)).

e Cross-border Transfer — transfer of
personal data to record owners under
the jurisdiction of other states (Article
1(75)).

e Biometric Personal Data — biometric
data used for digital identification of an
individual (Article 80(1)(3) and Article
48).

e Data Subject — an individual to whom
personal data relates (Article 1(69)).

o User — a person who requests or gains
access to digital records, digital
resources,  digital  services  or
technological systems (Article 1(45)).
For VexPay, users include clients
(individuals, representatives of legal
entities) who use the digital service.

(pusmueckue nuna, IIPEICTaBUTENH
FOPUANYECKUX U1, HCIIOJIb3YIOIINE
U (POBYIO YCIIYTY.
3. Poab Oneparopa U kareropum | 3. Role of the Operator and Categories of

o0padaTbIiBaeMbIX JaHHBIX

3.1.

SBnasce mnposaiigepoM 1HM(POBOH  ycIayrH,

VexPay:

JleiicTByeT Kak oneparop (JaepKaTesib MacCHBa
JTAaHHBIX) TIpH 00pabOTKE TEPCOHATBHBIX
JAHHBIX CBOUX TOJIb30BaTeNell (KIMEHTOB, UX
npeacTaBuTenei, Oeneuimapon);

Moxer Takke AEHCTBOBAaTbH KakK IIPOLIECCOP

(uio, ocymiecTBisONMIee 00paboOTKy) Ha
OCHOBAaHMU TAPTHEPCKUX COTJIALIEHUH C
OaHkaMM W JIpyruMu  (PUHAHCOBBIMU
UHCTUTYTaMH, Korza o0paboTka

Processed Data
3.1. As a provider of a digital service, VexPay:

e acts as the operator (record
owner) when processing personal data
of its wusers (clients, their
representatives, beneficiaries);

e may also act as a processor under
partnership agreements with banks and
other financial institutions, where
processing is performed on behalf of
such organisations (Article 86);

e provides its digital service under the
terms of use (user agreement) (Article




OCYILIECTBIISAETCS oT UMEHU TaKUX
opraHuzanuii (cratbs 86);

o IlpenocraBnser cBoro HUGPOBYIO YCIyry Ha
YCIIOBUSAX MpaBHII MOJIb30BaHUS
(mONTb30BATENILCKOTO  COTJIALIEHUsI) (CTaThs
114), ONPEACIISIONINX YCIIOBUS
WCTIOJIb30BaHUSs, BKIIIOYAs IpaBuiIa 00paboTKu
MEPCOHANBHBIX TAaHHBIX.

3.2. B mporecce npenocTaBieHusi HU(POBBIX YCIyT
(MEeXIyHapoJaHble  TEPEBOAbI,  MYJbTHBAIIOTHBIC
cyeTa, orepalny ¢ KpUNTOAKTUBAMH, KOPIIOPATUBHbBIE
kapthl, goctyn no API m 1. n.) Oneparop moxer
00pabaTbIBaTh CIeIyIOINE KATErOpUHU MEPCOHATBHBIX
JTaHHBIX:

e OOmue gannspie: noaHoe umsa (PHO), nata u
MECTO POKIEHUS, TPaKIaHCTBO, MACIIOPTHHIC
JaHHbIE, WJICHTU(UKALNOHHBIA HAJIOTOBBIM
HOMEp (pu HaJIUYHH), azpec
peructpanun/PaKTHIeCcKOro MPOXKUBAHUS,
KOHTAaKTHbIE  JaHHbIE  (TeneoH,  aapec
ANEKTPOHHON MOYTHI);

e (duHaHCOBbBIE JaHHbIE: PEKBUBHTHI
0AaHKOBCKHUX CUETOB (BKJIIOYas HOMEpa CYETOB
B USD, EUR, CNY, KGS u apyrux Bamtorax),
JaHHBIE KOPIIOPATUBHBIX KapT, MH(OpMALIUS O
TpaH3aKUMAX (CymMMma, BajlOTa, Ha3Hau€HUE
IJaTexa, JaHHble OeHeduImapa), 1aHHbIE 00
OTepanusiX ¢ KpUMTOAKTUBAMU;

e JlaHHble, He0OXOaAMMBIEe /ISl NPOBEACHUS
KOMILIaeHC-TIPOBEPOK:  HHpopMaIUs O
OeHepUIIMAapHBIX BIAAENbIAX, HCTOYHHKAX
MIPOUCXOXKACHUS CPEICTB, MyOJIMYHBIX
nomkHocTHRIX junax (ITJI/PEPs), nanusbie,
nonyuyeHHbsie B xoje nporeayp KYC («3Hnait
cBoero kiueHTta») 1 AML (mpotuBogeiicTBue
OTMBIBAHUIO JICHET);

o buomerpuyeckue gaHHble (B ciyyasx,
MIPEyCMOTPEHHBIX 3aKOHOJATEIbCTBOM, WIIU
MIpHY BHEIPEHUH YCHICHHOUW ayTeHTH(PHUKAIUH,
B TOM uucie s gocryna k APl wm
KOPHOPaTHUBHBIM aKKayHTaM) — MPU HATUYUHU
OTJENBHOTO COIJIaCusi B COOTBETCTBUU CO
cratbei 80;

e Texnuueckue nannbie: [P-anpeca, ¢aiins
Kyku (cookies), loru (KypHaJIbl) JOCTyNa K
nudpoBoit  ycmyre,  umHboOpmarus 00
YCTPOMCTBE, JaHHBIE O T€0JOKAIUH.

114) that sets out the terms of use,
including the rules for personal data
processing.

3.2. In the course of providing digital services
(international  transfers, = multi-currency
accounts, crypto-asset operations, corporate
cards, API access, etc.), the Operator may
process the following categories of personal
data:

o General data: full name, date and
place of birth, nationality, passport
details, tax identification number (if
any), registered/actual address, contact
details (phone, email);

o Financial data: bank account details
(including account numbers in USD,
EUR, CNY, KGZ, and other
currencies), corporate card details,
transaction  information  (amount,
currency, payment purpose,
beneficiary  details), data  on
crypto-asset transactions;

e Data required for compliance
checks: information on beneficial
owners, sources of funds, politically
exposed persons (PEPs), data obtained
through KYC (Know Your Customer)
and AML (anti-money laundering)
procedures;

o Biometric data (in cases required by
law or when implementing enhanced
authentication, including for API or

corporate account access) — with
separate consent in accordance with
Article 80;

o Technical data: IP addresses, cookies,
logs of access to the digital service,
device information, geolocation data.

4. Ilesin 1 NPpaBOBBIE OCHOBAHHUS 00padOTKHU
JAHHBIX

4. Purposes and Legal Grounds for
Processing




4.1. OnepaTop oOpadaThIBaeT NEPCOHAIBHBIE TAHHBIC

UCKIIIOYUTENIBHO B CIEAYIOIUX LEIX, HA OCHOBAaHUH
IIPaBOBBIX OCHOBAHUM, U3JI0KEHHBIX B CTaThe 79

4.1. The Operator processes personal data
solely for the following purposes, based on the
legal grounds set out in Article 79 of the

[{udpoBoro kogekca: Digital Code:
Ien oGpadoTicH IIpaBoBbIe OCHOBaHMS
i . Legal Grounds

(Ilugposoii Kojexc) Purpose of Processing (Dg ital Cu de)
Wnentudukanus u Cratesa 79(1)(1) — 1gita” -oce
ayTeHTUUKAIUS HCTOJIHEHUE YCIOBUI Identification and Article 79(1)(1) —

i thenticati fuse
HOJIB3OBaTeJICI/IV(BKJHO‘-Ia$I KCIIOJIb30BAHMS . au o cation ol users performance of the
MpeACcTaBUTEIIEN (TIpaBWII MTOJIB30BaHMS ), (including terms of use:
IOPUINYECKUX JIHIT) TIPU Cratesa 79(1)(2) — representatives of legal Article 79(13(2) _
OTKPBITUU U BEJACHUU coOII0ACHHE entities) when opening compliance with
AKKAayHTOB, a TaAKXKe JJIs TpeOoBaHMI and maintaining legal obligations
JOCTYyTIa K U POBOH 3aKOHOIATEJILCTBA accounts, and for access (KYC/AML)
ycayre (KYC/AML) to the digital service
BrInosHeHHE Execution of
MEXYHAPOIHBIX international payments
iatexei (BKiroyas Cratesa 79(1)(1) — } (including Article 79(1)(1) —
KOPPECHOHAECHTCKUE HCIIOJIHEHUE YCIIOBUH correspondent forman fth
lationships), transfers periormance ot the

OTHOIILICHUS ), IEPEBOJIOB C ||UCIIOJIb30BAHUS relalionsnips), terms of use
HUCII0JIb30BAHUEM (TIpaBMIT MOJIL30BAHMS) using crypto assets,

KPHUIITOAKTUBOB, paC4CTHO-
KaCCOBOC O6CJ'Iy)KI/IBaHI/IC

settlement and cash
services

KomrmnaeHnc-KOHTpOJIb
(KYC, IO /DT,
CaHKUMOHHBIA CKPHUHHHT)
B COOTBETCTBUHU C

Cratesa 79(1)(2) —
HCIIOJTHCHHUE
BO3JIOKECHHBIX 3aKOHOM
o0s3anHocTer; CTaThs

U poBOH ycIyru
(onnaiin-6ankunr, API-
uHTepdeiichl,
KOPITOPaTHBHBIE KapThl) U
TEeXHUYECKask MOJIEPIKKa

TpeOOBaHUIMHU ”
P 79(1)(5) — 3akOHHBIN
(uHaHCOBOTO
WHTEpEC
3aKOHOJATEIhCTBA
DYyHKIMOHUPOBAHUE

Cratesa 79(1)(1) —
VCIIOJTHEHUE YCIIOBUI
MCTI0JIb30BAHUS
(TIpaBWIT TOJIL30BAHMS)

YHpaBHeHI/IC pUCKaMHU,

IJIaTC)KHBIMU CUCTEMaMU B
paMKax arcHTCKUX 1

Cratesa 79(1)(5) —
BKITIOYast KPEIUTHBIE, o
3aKOHHBII UHTEpEC
OTIEepaLlMOHHBIE U
Omneparopa
PBIHOYHBIC PUCKU
OtmpaBka yBe1OMJIEHUH,
BBINHCOK, OTYETOB U
MapKETHHI OBBIX Cratbs 79(2) —
cooOuIeHui (IpH yCIIOBHHU ||COTJIacHe
MOJTyY€HUs OTJIEIBHOTO
coriacus)
B3anmopericteue ¢ Cratesa 79(1)(1) —
OaHKaMU-TIApTHEpAMHU U |[UCTIOJHEHHUE YCIIOBHM

WCTIOTB30BaHMS
(TpaBUII MOIH30BAHMUS);

Compliance control
(KYC, AML/CFT,
sanctions screening) in
accordance with
financial legislation
requirements

Article 79(1)(2) —
compliance with a
legal obligation;

Article 79(1)(5) —
legitimate interest

Operation of the digital
service (online banking,
API interfaces,
corporate cards) and
technical support

Article 79(1)(1) —
performance of the
terms of use

Risk management,
including credit,
operational, and market
risks

Article 79(1)(5) —
legitimate interest
of the Operator

Sending notifications,
statements, reports, and
marketing
communications (where
separate consent is
obtained)

Article 79(2) —
consent

Interaction with partner
banks and payment
systems under agency
and correspondent
agreements

Article 79(1)(1) —
performance of the
terms of use;
Article 79(1)(5) —
legitimate interest




Cratbs 79(1)(5) —
3aKOHHBIN HHTEPEC

KOPPECTIOHIEHTCKUX
CoTrJIallleHUH

4.2. B cnywasx, xorma oOpa®oTka OCHOBaHa Ha
COTJIACHH, TAaKOE COTJIACHE JIOJKHO OBITh MOJYYCHO B
COOTBETCTBUM CO cTaTtheil 79(4) (moOpoBosBHOE,
KOHKpETHOE, HH(POPMUPOBAHHOE U OJTHO3HAYHOE).

4.2. Where processing is based on consent,
such consent shall be obtained in accordance
with Article 79(4) (voluntary, specific,
informed and unambiguous).

5. IIpuHIUNBI 00PadOTKH NEPCOHAIBHBIX JAHHBIX

5.1. O6paboTKa MepCOHAIbHBIX TAaHHBIX
OCYIIECTBIISIETCS HA OCHOBE IIPUHIIUIIOB,
3aKperuieHHBIX B cTaThe 78 [{udpoBoro koaekca:

e 3aKOHHOCTB, CIPABEIJINBOCTD,
NMPO3PAYHOCTD;

e Orpanunyenue neneii — oOpaboTka
OTPaHUYUBACTCS] KOHKPETHBIMHU, 3apaHee
OTIpEeICIIEHHBIMU M 3aKOHHBIMH LIEIISIMH;

e  MuHuMHU3aNus JAHHBIX —
oOpabaTeiBacMbIe JTAHHBIC IOJDKHBI OBITH
a/IeKBaTHBIMU, aKTyaJlbHBIMU U HE
U30BITOYHBIMH;

e TouHoCTh — NaHHBIE JOIKHBI OBITH
TOYHBIMH H IIPH HEOOXOAUMOCTH
OOHOBIIATHCS;

e OrpanuyeHue XpaHeHHs] — JaHHBIC
XpaHATCS HE JI0JIbIIIE, YeM 3TO HE00XO0AUMO;

e IlesocTHOCTH M KOH(PHIECHIMATBHOCTD —
o0ecrnieyeHre HaAlexallux Mep
0€30IaCHOCTH.

5.2. Kax npoaiinep nudposbix ycayr, VexPay
JIOMOJTHUTENBHO COOIIIOAAET OTPaciIeBble MPUHLIUIIBI
npenocTabiieHus HuGpoBbIX ycuyr (ctatbs 113),
BKJIIOYasi UHKJIFO3UBHOCTB, CBOOOY
M0JIb30BATEIBCKUX YCTPOMCTB, reorpaduyuecKyro
HEIMCKPUMMHAIIUIO M B3aUMHOCTh B 00€CIIeUeHnn
1M (poBOH YCTONUYHUBOCTH.

5. Principles of Personal Data Processing

5.1. The processing of personal data is carried
out on the basis of the principles enshrined
in Article 78 of the Digital Code:

o lawfulness, fairness, transparency;

e purpose limitation — processing is
limited to specific, predetermined and
legitimate purposes;

e data minimisation — data processed
must be adequate, relevant and not
excessive;

e accuracy — data must be accurate and,
where necessary, kept up to date;

o storage limitation — data is kept no
longer than necessary;

o integrity and confidentiality —
appropriate security measures.

5.2. As a digital service provider, VexPay
additionally observes the sectoral principles
for digital services (Article 113),

including inclusivity, freedom of user
devices, geographical non-discrimination,
and mutuality in ensuring digital resilience.

6. HpaBlma MmOoJIb30BaHUA U corjiacue

6.1. HMcnonws3zoBanue uu¢ppoBoro cepsuca VexPay
perynupyercs MpaBWJIaMu TI0JIb30BAHUS
(MoIB30BaTENILCKUM  coriaimieHueM) (craths 114),
KOTOpbIE BKJIIOYAIOT B ce0st yciaoBHs 00pabOTKu
NEepCOHANbHBIX JAaHHBIX. IIpaBuna monb30BaHMA
3aKJIFOYAIOTCS B dopwme, MO3BOJIAOIIEN
UACHTU(UIMPOBATE TOJNB30BATENI M IOATBEPIUTDH
¢bakt ux 3axnroueHus (ctatbs 114(3)).

6.2. Bca undopmanusi, kortopyto Omepatop 00si3aH
npenoctaBuTh llonp3oBaTento B COOTBETCTBUU C
[MuppoBsIM  KOJEKCOM,  MpPENOCTaBIAETCA 110
3aKJIIOUEHHUs TPaBHJ TNoJb30BaHus (craths 114(2)).

6. Terms of Use and Consent

6.1. Use of the VexPay digital service is
governed by the terms of use (user
agreement) (Article 114) which includes the
terms for personal data processing. The terms
of use are concluded in a form that allows
identification of the user and confirmation of
its conclusion (Article 114(3)).

6.2. All information that the Operator is
required to provide to the User under the
Digital Code is made available before the
terms of use are concluded (Article 114(2)).




Crona otHocutcs Hacrosimiast [lomuTuka u cBeICHHS
00 00paboTKe MEePCOHATILHBIX JTAHHBIX.

6.3. Kaxnprii Ilonms3oBaTens  0e30T3bIBHO  (Ha
MPOTSKEHUH BCErO BPEMEHU OCYIIECTBIICHUS I0CTyIIa
k VexPay wiam ero HCIoJib30BaHHs) U 0€3yCIOBHO
cornamaercs ¢ Hacrosimed I[lomuTukoil, a Takxke ¢
TOOBIMH 3aIPOCaMU O TPEIOCTABIICHUU COTJIACHS B
COOTBETCTBMM C HACTOAIIUM JOKYMEHTOM (U
MPEAOCTABIIACT KAXKJI0€ TAaKOE COTJIacue OTIEIbHO,
€CJIi TOro TpeOyeT MPUMEHHUMOE 3aKOHO/IaTeIbCTBO).

This includes the present Policy and
information about the processing of personal
data.

6.3. Each User irrevocably (for so long as
VexPay is being accessed or used) and
unconditionally agrees to consent with this
Policy and any consent requests hereunder
(and provides each such consent on a separate
basis, where the applicable laws require so).

7. Ilepenaya mnepCcOHAJbHBLIX [JAHHBIX TPETbHHUM
JIUIAM

7.1. Omepatop MOXET MepeAaBaTh MEPCOHAIbHbBIE
AAHHBIC TPECTHUM JIMLAM B CICAYIOMIUX CIIyYasax:

o baHkaM-KOppeCcHOHIEHTAM M YYaCTHHKAM
IJIATEXKHBIX cucTeM (BKITFOUAST
HAI[MOHAJIbHBIC TUIATS)KHBIC CHUCTEMBI) — B
oeJIAX BBIIMOJIHCHUA IICPCBOJOB M pPacydCTOB
(MCTIOJTHEHHE TIPABUIT TIOJIb30BAHMUS).

e bankam-napTHepam HA OCHOBaHUH
CorJIallieHui, B KOTOphix VexPay neiicTByer B
KauecTBE areHTa miM npoieccopa (crathbs 86).

e TocymapcTBeHHBIM opraHam  (BKJIrOYas
opran (pMHAHCOBOW pa3BEIKU, HAJIOTOBHIC U

cylneOHble  OpraHbl) — B TOpSJKe,
YCTaHOBIIEHHOM 3aKOHO/ATEIbCTBOM (CTaThs
79(1)(2)).

o IlpoBaiinepam obGaaunbix u IT-ycayr
(mpoueccopam) — pu HATMYUU
MTUCHMEHHOTO COTJIAIICHUS,

COOTBETCTBYIOIIETO cTaThe 86 (00s13aTeNbCTBA
OCYIIECTBIISITh 00Pa0OTKY MCKIIOUUTEIHHO Ha

OCHOBaHHH JOKYMEHTUPOBaHHBIX
WHCTPYKIIHH, obecreunBaTh
KOHq)HI[eHIII/IaHI)HOCTB 158 BHeI[prTI) MCpBI
0€30MacHOCTH).

e AyauTopaM M KOHCYJbTAHTAM — B XOJe
MpoBeJeHUsT  00s3aTeNbHOTO  ayauTa, C
00513aTeJILCTBOM coOmoneHNs
KOH(HICHIIMATbHOCTH.

7.2. Ilpm npuBnedenun npoueccopa OnepaTop
obecrieunBaeT coOJIOCHHE UM TpeOOBAHUM CTaTbU
86, Bkimouas  00s3aTe’abCTBO  00OpabaThIBaTh
[IEPCOHAJIbHBIE JTaHHBIE TOJBKO Ha OCHOBAaHUU
JNOKYMEHTUPOBAHHBIX MHCTPYKIIMM UM IPUHUMATh
Ha/IJIeKalre Mepbl 6€30MacHOCTH.

7.3. B cnydyae COBMECTHOTO BIJIQJICHUSI 3alUCIMU
(nammpumep, ¢ OaHkamu-naptHepamu) Omeparop U
COBMECTHBIE JiepKaTenu OTIpEeETSIOT

7. Transfer of Personal Data to Third
Parties

7.1. The Operator may transfer personal data
to third parties in the following cases:

e Correspondent banks and payment
system participants (including
national payment systems) — for the
purpose of executing transfers and
settlements (performance of the terms
of use).

e Partner banks— on the basis of
agreements where VexPay acts as an
agent or processor (Article 86).

o State authorities (including financial
intelligence, tax, and judicial
authorities) — in accordance with the
procedure established by law (Article
79(1)(2)).

e Cloud and IT service providers
(processors) — subject to a written
agreement that complies with Article
86 (obligations to process only on
documented instructions,  ensure
confidentiality, and implement
security measures).

e Auditors and consultants — during
mandatory audits, with the obligation
to maintain confidentiality.

7.2. When engaging a processor, the Operator
ensures that the processor complies with the
requirements of Article 86, including the
obligation to process personal data only on
documented instructions and to implement
appropriate security measures.

7.3. In the case of joint ownership of records
(e.g., with partner banks), the Operator and the
joint owners determine the respective




COOTBETCTBYIOIINE C(hephl OTBETCTBEHHOCTH B
COOTBETCTBUM CO CTaTbed &7, TapaHTUpys, 4YTO
Cy6’beKTbI JAaHHBIX CMOTYT OCYILICCTBJIATH CBOU IIpaBa
B OTHOUICHHUH JIIOOOTO U3 HUX.

responsibilities in accordance with Article 87,
ensuring that data subjects can exercise their
rights against any of them.

8. TpancrpaHuyHasi nepegadya MNepPCOHAIbHBIX
JAAHHBIX

8.1. TpancrpanuuHas nepeaadya NepcoOHaIbHbBIX
TaHHBIX perynupyercs cratbeid 89 Ludposoro
KOJIEKCa.

8.2. VexPay ocyuiecTBiisieT TpaHCIpaHUYHYIO
neperavdy JaHHBIX B CBS3U CO CIEIYIOIIMMHU
0OCTOSITENILCTBAMH:

e MexayHapoJHbIM XapaKTepOM MEPEBOIOB
(BKIJTFOUAst KOPPECTIOHACHTCKUE CUETA B
0aHKax JPYTUX CTpPaH);

e lcnonb3oBaHuEM 00JIaYHBIX CEPBUCOB U
naTa-IeHTPoB (IIEHTPOB 0OPabOTKH TaHHBIX ),
PaCIIOJIOKEHHBIX 3a npeaenamu Keiprezckou
PecrryOnuku;

o [lapTHEpcTBOM C MHOCTPaHHBIMH OaHKaMHU U
(bMHAHCOBBIMU UHCTHTYTaMH.

8.3. Cornacue Ilonb3oBareds:

Kaxxnpiii [Tonb3oBaresns 0€30T3bIBHO (Ha
MPOTSDKEHUH BCETO BPEMEHH OCYIIECTBICHUS
noctyna k VexPay unu ero ucronb3oBaHus) U
0€3yCJI0BHO COTJIAIIAETCS Ha TPAaHCTPAHUYHYIO
nepenady CBOMX MEPCOHANBHBIX TaHHBIX B
COOTBETCTBUU € HacTosen [lonutukoii n
MIPUMEHUMBIM 3aKOHO/IaTEIbCTBOM.

8. Cross-border Transfer of Personal Data

8.1. Cross-border transfers are regulated
by Article 89 of the Digital Code.

8.2. VexPay carries out cross-border transfers
in connection with:

o the international nature of transfers
(including correspondent accounts
with banks in other countries);

o the use of cloud services and data
centers located outside the Kyrgyz
Republic;

e partnerships with foreign banks and
financial institutions.

8.3. Agreement by User:

Each User irrevocably (for so long as VexPay
is being accessed or used) and
unconditionally agrees with the Cross-border
Transfer of its Personal Data pursuant to this
Policy and applicable laws.

9. MepsbI Oe3onacHocTH M nuppoBas yCTOHYMBOCTD

9.1. Omneparop NpUHUMAET OPTraHU3AIMOHHBIE U
TEXHHYEeCKHe Mephl, TpeOyemble craTthbed 88
[{udposoro kojaekca, BKIIOUYAs CIeIyIOIINE:

o Ilpoextnpyemas 3ammura gaHHbix (Data
protection by design) — oGecrnieuenue ydera
TpeOOBaHUI 0€30MacHOCTH e€Ile Ha JTare
MIPOEKTHUPOBAHUS TEXHOJIOTHUECKUX CHCTEM;

o Benenne ydera omepanmii mo oopadorke
AAHHBIX — B COOTBETCTBUU c
PEKOMEHAALUSAMH OTPACIEBOTO PETYIISATOPA;

e Ha3HayeHHe OTBETCTBEHHOI0 3a 3alIUTY
nepcoHaJbHbIX AaHHBbIX (DPO / oduuepa no
3a0IMTe  JAHHBIX) I KOHTPOJS — 3a
co0uroiIeHeM TpeboBaHMi (B ciyyae, eciii B
opraHuzanuu  paboraer  Oonee  JecATH
cotpyaHukoB) (craths 88(2)(3));

9. Security Measures and Digital Resilience

9.1. The Operator implements the
organisational and technical measures
required by Article 88 of the Digital Code,
including:

o Data protection by design — ensuring
security is considered from the design
stage of technological systems;

o Keeping records of processing
operations — as recommended by the
sectoral regulator;

e Appointing a data protection
officer (where the organisation has
more than ten employees) to oversee
compliance (Article 88(2)(3));

e Training employees on
protection rules and best practices;

data




OOy4eHHe COTPYIHHKOB IpaBUJIaM 3alllUTHI
JAHHBIX W TIepeloBbIM TpakTukam (best
practices);

HIndpoBanue nepcoHANbHBIX JAHHBIX MPU
HX Iepegaye U XpaHeHUH,

MHuorodgaxkropHasi ayreHTUUKAIMSA IS

JIOCTyna K  CHUCTeMaM,  COJEepXKalluM
MIEPCOHAJIbHBIC JTAHHBIC,

dusuyeckas 0€30MaCHOCTb  CEPBEPHOTO
00opyTI0BaHUs.

e Encryption of personal data during
transmission and storage;

e  Multi-factor authentication for
access to systems containing personal
data;

e Physical
equipment.

security of server

9.2. SBnssch mnpoBalgepoM LHUQPPOBOH  YCIyTH,
VexPay oOecnieunBaer mU(PPOBYIO YCTOWYHBOCTD
(craths 63) moCcpeaCTBOM:

MoanepxxaHus 1eT0CTHOCTH, J0CTYITHOCTH
U KOH(pHIeHINATBHOCTH LH(POBOIL yCiyru
1 00pabaThIBa€MBbIX JTaHHBIX;

MoOHUTOpPHMHIA U NPeAOTBPALLECHHSA
HHIMJAEHTOB B IIU(QPOBOI Cpeie;
YnpapieHusi pUCKAMH Ha OCHOBE CHCTEMbI
yIpaBiieHUsl puckamu (ctaTbs 64);
YnpapieHusi pecypcamMmu, HEOOX0IUMBbIMU
111 00ECTIeYeHUS HEPEPHIBHOCTH
npejocTaBiieHus UdpoBoil yciyru.

9.2. As a provider of a digital service,
VexPay ensures digital resilience (Article
63) by:

e maintaining the integrity, availability
and confidentiality of the digital
service and processed data;

e monitoring and preventing incidents
in the digital environment;

e managing risks based on a risk
management system (Article 64);

managing resources necessary for continuity
of the digital service.

10. ITpaBa cy0BbEeKTOB JaHHBIX

10.1. CyObexTsl JaHHBIX O0JIAJAIOT CIETYIOIIUMHU
npaBaMu B cooTBeTCTBMM ¢ LludpoBbIM Komekcom
(cratbm 73-76, 83-85):

IIpaBo Ha wmHdpopmanmio (crarba 73) —
paBo MOJy4yaTb MOJATBEpXKJIeHUE (akra
00pabOTKH, CBEAEHHUS O IIEeNIAX, KaTeropusx
NaHHBIX, MOJIy4aTeIsiX, CPOKE XpaHEHUs U
uHyto uHpopmammioo. Onepatop 00s3aH
MPEOCTaBUTh 3Ty WHGOPMAIUIO B TEUECHHE
ceMH pabouMx JHEH ¢ MOMEHTa IOJIy4eHUs
3ampoca.

IIpaBo Ha noctyn (craThs 73(4)) — npaBo Ha
MOJIydeHHE KOMHMHM BCEX  IEPCOHATbHBIX
JIAHHBIX, KacalolMXcs CyObeKTa JIaHHBIX.
OmnepaTop 00s13aH MPEAOCTABUTH JOCTYI HIIH
KOIIHIO B TE€YEHUE CEMU pabounX THEH.
IIpaBo Ha wucnpasienue (crarbs 75) —
IIpaBO Ha WCIpPABIECHUE WIM JIONOJHEHHE
HEMOJIHBIX, HETOYHBIX WM YCTapeBIIUX
naHHbIX. OnepaTop 00s3aH OTpearupoBaTh Ha
3anpoc B TE€YEHHUE CEMU paboyux JHEH.
IlpaBo Ha cTupaHue (mpaBo ObITH
3a0bIThIM) (cTaThs 83) — npaBo Ha yaaneHue

10. Rights of Data Subjects

10.1. Data subjects have the following rights
under the Digital Code (Articles 73—76, 83—
85):

e Right to information (Article 73) — to
obtain confirmation of processing,
purposes,  categories of  data,
recipients, storage period, and other
information. The Operator must
provide this information within seven
working days of a request.

o Right of access (Article 73(4)) — to
obtain a copy of all personal data
concerning the data subject. The
Operator must provide access or a copy
within seven working days.

o Right to rectification (Article 75) —to
have incomplete, inaccurate or
outdated data corrected or completed.
The  Operator must  respond
within seven working days.

e Right to erasure (right to be
forgotten) (Article 83) — to have




MePCOHANBHBIX JAHHBIX, €CITU OHU OOJIBIIEC HE
TpeOYIOTCS IS 1Iesied cOopa, eciu Ccoryiacue
OTO3BAaHO (M OTCYTCTBYIOT WHBIE IPABOBBHIC
OCHOBaHHS Juisi 00paboTku) JymbO TocCIe
YCIICIIHOTO  yJIOBJICTBOPEHUSI  BO3PAKEHUS
npotuB  oOpabotku. Omeparop  00s3aH
YIQIUTh JaHHBbIE HE3aMEUINTENBHO I0CIe
YCTaHOBJICHUS] TAKUX OCHOBAHUU.

IIpaBo Ha orpaHu4eHue 00padoTKM (CTATHSA
85) — mpaBo orpaHu4YHTH 0OpPaOOTKY Ha
MEpUOJl TPOBEPKH TOYHOCTH, 3aKOHHOCTH
JaHHBIX WM B CIOy4yasX, KOIJa JaHHbIe
HEOOXOUMBI ISl TIPEIABSIBICHUS IMPABOBBIX
TpeOOBaHUH. Omnepatop 00s13aH
nHPOPMHUPOBATh  CyOBEKTa  JaHHBIX O
BBEJICHUU WJIK OTMEHE OTPaHUYCHUSI.

IIpaBo Ha Bo3paxkenue (ctatbst 84) — npaso
BO3paXkKaTh MPOTHUB OOpPaOOTKH, OCHOBAHHOM
Ha 3aKOHHBIX MHTEpecax, [UIsl LeJeil mpsaMoro
MapKETUHTa MM B CIIy4asx HeCIpaBeITMBON
o0OpaboTku. Ormeparop 00s3aH HEMEAJIECHHO
MPEeKpaTHTh 00pabOTKy, 3a HCKIIOYCHUEM
Clly4aeB, KOT/la OH IPOJAEMOHCTPUPYET BECKUE
3aKOHHBIE OCHOBAHUS IS €€ MPOJOIDKEHUSI.
IIpaBo Ha MepeHOCHMOCTD IaHHBIX (CTATHA

76) — 1npaBo IMoOJy4aTh IEPCOHAJbHBIE
JaHHblE, IpenocTaBieHHble Omneparopy, B
CTPYKTYpHUPOBAHHOM, OOLIETPUHSATOM,

MalIMHOYUTaeMoM QopmaTe U mepefaBaTh UX
JIPYyroMy JepKaTeilr0 MacCHBa JaHHBIX, €CITU
o0paboTKka OCHOBaHAa Ha COTJACHUHM WU
JI0TOBOpE " OCYIIECTBIISIETCS
aBTOMATH3UPOBAHHBIMH CPEJCTBAMHU.

IIpaBo Ha momauy :kanodbl — TIPaBO
oOpatuThcst ¢ KajnoOO B OTpacieBoif
PETYIHPYIONIHA OpraH 10 TEePCOHATBHBIM
naHHbeIM (ctaths 90(7)) wnmu B cyn (cTaThs

90(7)(6)).

personal data deleted where it is no
longer necessary, consent is withdrawn
(and no other legal ground exists), or
after a successful objection. The
Operator must delete data immediately
upon establishment of such grounds.

o Right to restriction of
processing (Article 85) — during the
verification of accuracy, lawfulness, or
when data is needed for legal claims.
The Operator must inform the data
subject when restriction is imposed or
lifted.

o Right to object (Article 84) —to object
to processing based on legitimate
interests, for direct marketing, or in
cases of wunfair processing. The
Operator must cease processing
immediately unless it demonstrates
compelling legitimate grounds.

o Right to data portability (Article 76)
— to receive personal data provided to
the Operator in a structured, commonly
used, machine-readable format and to
transmit it to another record owner,
where processing is based on consent
or contract and carried out by
automated means.

e Right to lodge a complaint — with the
sectoral regulator for personal data
(Article 90(7)) or with a court (Article

90(7)(6)).

1. Cpoku xpaHeHHS EPCOHATBbHBIX TAHHBIX

11.1. [lepcoHanbHble JAaHHBIE XPAHITCS HE JOJBIIIE,
YeM ITOT0 TPEOYIOT IeNH uX 00paboTKH, B
cooTBeTCTBUH co cTaTthert 78(5) Ludppooro koaekca.
11.2. KoHKpeTHBIE CPOKM XPaHEHHUS:

JlaHHbIe KJIMeHTOB, CBA3aHHBIE C BEJICHUEM
aKKayHTa ¥ HCIIOJTHEHNEM TPaH3aKIIHH,
XpaHsTCs B TeueHue 5 (ISTH) JIeT 1mocie
3aKpBITHS aKKAYHTA (IUIs1 COOITIOICHHS
obs3atenbeTB B chepe [TIO/DT, uto

11. Retention Periods for Personal Data

11.1. Personal data is stored no longer than
required for the purposes of processing, in
accordance with Article 78(5) of the Digital
Code.

11.2. Specific retention periods:

e Client data related to account
maintenance and transaction
execution shall be retained for 5 years
after account closure (to comply




SIBJIICTCSL YCTAHOBJICHHBIM 3aKOHOM
TpeOOBaHUEM K XPAHEHHUIO JAHHBIX).

o Jlorm nocryna (IP-anpeca, xypHaibl
pErucTpalyy) XpaHsaTcs B TeueHue 1 (o1Horo)
roja.

e MapkeTnHroBble JaHHbIE€ — JI0 MOMEHTA
OT3bIBa COTJIACHUS TIOJIH30BATEIIEM.

e JlanHble, oOpadaTbiBaeMble B paMKax
NpaBUWJI MOJIb30BAHMUS, — B TEUCHHUE CPOKA
JEHCTBHS COTJIAIICHHUS, a TIOCJE €ro
MIPEKpAIEHUs] — B TEUEHUE MEPUO/IA,
HE00XO0IUMOTO ISl YPEeryJInpOBaHUS
BO3MOYKHBIX MPETEH3UH (KaK MpaBwio, 10 3
JIET, €CJIM 3aKOHOJATEILCTBOM HE
MPEIyCMOTPEH OoJiee AIUTEIbHBIN CPOK
XpaHCHHUS).

11.3. Tlo ucreueHuu cpoka XpaHEHHs IEPCOHAIIbHBIE
JaHHBIE YHUYTOXKAIOTCS MM 00€3IMIUBAIOTCS B
COOTBETCTBHUH CO CTaTbe §3.

with AML/CFT obligations, which
constitute a legal retention
requirement).

e Access logs (IP addresses, logs) shall
be retained for 1 year.

e Marketing data — until consent is
withdrawn.

o Data processed under the terms of use
— for the duration of the agreement
and, after its termination, for the
period necessary to handle potential
claims (generally up to 3 years, unless
longer retention is required by law).

11.3. Upon expiry of the retention period,
personal data is destroyed or anonymized in
accordance with Article 83.

12. OTBeTCTBEHHOCTH
12.1. Omneparop HeceT OTBETCTBEHHOCTb  3a
Hapymenust  [[udpoBoro  kojgekca W HHOTO

3aKOHOJATEIbCTBA O 3AIIUTE JAHHBIX B COOTBETCTBUU
co crareeii 68 LludppoBoro kKomekca W IPYrHMHU
IPUMEHUMBIMH 3aKOHAMH.

12.2. VexPay He HeceT OTBETCTBEHHOCTH Ie€pe]
[Tonp3oBaTensiMu  3a  HEJIOCTYNHOCTb  LU(POBOI
YCIIyTH, €CIIM Takas HEJOCTYIMHOCTh ObUIa BbI3BaHa
JNEeUCTBUSAMH UM Oe31eUCTBHEM JTIOOBIX TPETHUX JIUILI.
B mobom ciywae orBercTBeHHOCTh  VexPay
OTPAaHUUYMBAETCS B COOTBETCTBUHU C Y CJIOBHSIMH
ucnosib3oBanus (IlpaBunamu noab30BaHMs).

12. Liability

12.1. The Operator is liable for violations of
the Digital Code and other data protection
legislation in accordance with Article 68 of
the Digital Code and other applicable laws.

12.2. VexPay is not responsible to the Users
for the unavailability of the digital service as
long as such unavailability was caused by acts
or omissions of any third parties. In any case
liability of VexPay shall be limited pursuant to
the Terms of Use.

13. 3aka04nTe/IbHbIC MOJ0KeHUS

13.1. Hacrosimas IloauTthka BCTymaeT B CHIY C
MOMEHTa €€ YTBEp>KACHUs U IeHCTByeT 6eCCpOUHO J10
IIPUHATHS HOBOM PENaKIUU.

13.2. WMsmenenuss B IlonuTuky yTBEpKIarOTCA
pyxoBoauTeneM Orneparopa 1 AOBOASTCS 10 CBEICHUS
CyObEKTOB JaHHBIX IyTeM UX NyOlIMKaluu Ha
opunuansHoM BeO-caiite VexPay (uiam uHBIMH
JIOCTYNHBIMU crnocoOamu). V3MeHeHHMs B mpaBuia
MOJTb30BaHUs (yCJIOBHSI MICTIONIb30BaHMS) BHOCSTCS B

NopsAKe, NpeaycMOoTpeHHoOM  crtatbeil  114(5)
(yBemomyileHHME 3a OJIMH MecCAll M IIpaBO Ha
BO3PaXKECHHUE).

13.3. Bo Bcex Bompocax, HE YpEryJupOBaHHBIX
Hacrosimeil [lonutukoit, Oneparop pyKkoBOACTBYETCS
MTOJIOKEHUSAMHM  ITPUMEHUMOTO  3aKOHOJATENIbCTBA,

13. Final Provisions

13.1. This Policy enters into force upon
approval and is valid indefinitely until a new
version is adopted.

13.2. Amendments to the Policy are approved
by the head of the Operator and brought to the
attention of data subjects by publication on the
official website of VexPay (or by other
accessible means). Amendments to the terms
of use are subject to the procedure set out in
Article 114(5) (one-month notice and right to
object).

13.3. In all matters not regulated by this
Policy, the Operator shall be guided by the




BKJIIOYast Hudposoii KOJIEKC Keipreizckoii | provisions of applicable laws, including the
PecryGnukmu. Digital Code of the Kyrgyz Republic.




